BO TAI CHINH CONG HOA XA HQI CHU NGHIA VIET NAM

HOQC VIEN TAI CHINH Djc 1ap — Tw do — Hanh phic
S6: 1463/QD-HVTC Ha Néi, ngay 30 thang 12 nim 2014
QUYET PINH

Vé viéc: ban hanh Quy ché quan 1y - sir dung phong may chii

GIAM POC HOQC VIEN TAI CHINH

Cin ctir Quyét dinh s6 120/2001/QD-TTG ngay 17/08/2001 ctia Tha tudéng Chinh
pht vé viéc thanh 1ap Hoc vién Tai chinh;

Cin ctr Quyét dinh 1296/QD-BTC ngay 04/06/2010 ciia Bo truong Bo Tai chinh
vé viéc ban hanh quy ché t6 chirc va hoat dong ctia Hoc vién Tai chinh;

Can ctr Nghi dinh s 64/2007/NB-CP ngay 10/04/2007 ctia Thu tuéng Chinh phu
vé viéc ing dung cong nghé thong tin trong hoat dong ctia co quan nha nudc;

Cian cir Quyét dinh 63/QP-TTg ngay 13/01/2010 cia Tha twéng Chinh phil vé
viéc phé duyét Quy hoach phat trién an toan thong tin sé qudc gia dén nim 2020;

Cian ctr Quyét dinh 2615/QD-BTC ngay 19/10/2012 cta B Tai chinh vé viée
dam bdo an toan thong tin trén moi truong may tinh va mang may tinh.

Theo dé nghi cua Giam dbc Trung tim Thong tin,
QUYET PINH:

Pi¢u 1. Ban hanh kém theo Quyét dinh nay Quy ché quan 1y - sit dung phong may
chu cua Hoc vién Tai chinh.

Piéu 2. Quyét dinh nay c6 hiéu lyc ké tir ngay ky. Chanh Vin phong; Giam dbc
Trung tam Thoéng tin; Truong cac don vi thuéc Hoc vién va can bd, vién chirc co lién

quan chiu trach nhiém thi hanh Quyét dinh nay. /.

Noi nhén: GIAM POC
- Ban Giam déc;
- Céc don vi trong Hoc vién;

-Luu: VT, Trung tam TT. ba ky

Nguyén Trong Co



QUY CHE
QUAN LY - SUDUNG PHONG MAY CHU

(Ban hanh kém theo Quyét dinh sé 1463/0D-HVTC ngay 30 thang 12 ndm 2014

cua Giam doc Hoc vién Tai chinh)

CHUONG I: QUY PINH CHUNG
Piéu 1. Pham vi diéu chinh

Noéi quy nay quy dinh cic ndi dung cua cong tdc dadm bdo an toan, an ninh thong
tin phong méy chu ciia Hoc vién Tai chinh, bao gom: quy dinh vé quy hoach may chi,
quy dinh vé cai dat, trién khai may chi, quy dinh vé thiét 1ap bao mat trén may chu,
quy dinh ddi v&i cong tac van hanh may chu, quy dinh viéc ludn chuyén may chil.

Piéu 2. Poi twong ap dung

Quy ché nay dugc ap dung doi voi cac cén bg, cong chirc ddm nhi€ém cac cong
viéc lién quan dén hé thong may chu cua Hoc vién, nhiing t6 chuc, ca nhan co6 lién
quan ap dung Quy ché nay trong vi¢c van hanh, khai thac va sir dung h¢ thong may chu.

CHUONG II: QUY PINH POI VOI MAY CHU

Piéu 3. Quy dinh vé quy hoach may chi
1. Yéu cau ddi voi cac may chu quang ba (public) ra ngoai Internet.
- Phai dugc bao vé bai thiét bi tudong lura.
- Phai duoc dat & dung phan vung da dugc quy hoach.

- Tu may chi public khong duoc két ndi truc tiép vao cac hé thdng quan trong qua
céc cong quan tri (SSH, telnet, Remote) va cong co sé dir ligu.

2. Mo hinh hét ndi cta cac may chu phai dugc tai liéu hoa (Topo mang). Tai li¢u
nay phai duoc cap nhat ngay khi cé sy thay d6i vé mé hinh két noi.

Diéu 4. Quy dinh vé cai dit, trién khai may ch.
1. Phién ban h¢ diéu hanh cai dat trén may chu phai phu hop véi quy dinh vé An
toan thong tin va dugc sy ddng ¥ cua lanh dao don vi.
2. Nguoi trién khai hé thong phai cai dat may chu theo hudng din da duoc don vi
ban hanh.
3. Danh muyc cdc phdn mém dugc cai dit trén may cha phai phu hop véi quy dinh
vé An toan thong tin va dugc su déng y cua lanh dao don vi.



Piéu 5. Quy dinh vé thiét 1ap bao mat trén may chi.

1. Quan tri may cha phai thiét 1ap giai phap dong bo thoi gian trudc khi dua may
chu vao hoat dong.

2. Quy dinh thiét 1ap tuong lira mém trén timg may chi.

- Tat ca cac may chi bat budc phai sir dung phan mém tuong lira, viée thiét 1ap cac
chinh sach do nguoi quan tri may chu thyc hién.

- Cac chinh sach thiét 1ap trén tuong lira phai phai phu hop véi quy dinh vé An
toan thong tin va dugc sy déng ¥ cua lanh dao don vi.

- Phan mém tuong ltra trén may chu chi dugc mé cac cong phuc vu cho ung dung
va cac cong phuc vu cho viéc quan tri tor xa qua mang noi bo.

3. Quy dinh vé ghi log (nhat ky) trén may chu.

- Nguoi quan tri may chi phai cdu hinh bat cic chtrc ning ghi log ctia hé diéu
hanh va cac ing dung cai dat trén may chu.

- Log trén hé théng phai dugc luu trit toi thiéu 3 thang.

4. Pb6i véi may chu sir dung hé diéu hanh Microsoft Windows Server ngudi quan tri
may chu phai cai dit phén mém diét virus. Phidn mém diét virus phai duogc cap nhat
dinh ky hang ngay hodc cap nhét ngay khi ¢ phién ban mdi ctia nha cung cap.

5. Quy dinh vé tai khoan trén may chu.

- Nguoi van hanh thuc hién viéc cép phat, thu hoi tai khoan trén may chu theo phé
duy¢t cua lanh dao don vi. Yéu cu phai néu ro thoi han st dung tai khoan, quyén tac
dong trén may chu.

- Van hanh may cht phai c¢6 s6 theo dbi thong tin cAp phat, thu hoi tai khoan trén
may chu.

- Tb ATTT chiu trach nhiém kiém tra viéc cap phat thu hoi tai khoan.

- Moi tac dong trén hé thong tai khoan ctia may chu phai phu hop voi quy dinh vé
An toan thong tin va duoc sy dong ¥ ciia lanh dao don vi. Pinh ky 03 thang thi nguoi
quan tri may chu thyc hi¢n ra soat cac tai khoan ton tai trén may chu, cac quyén cua
ting tai khoan so v&i danh sach phé duyét dé thu hoi.

6. Quy dinh vé mat khau trén may chu.
- Tét ca cac tai khoan trén may chu phai dit mat khau.

- Mat khiu phai c6 d6 dai tdi thiéu 8 ky tu, bao gdm ca chit, sb, ky tu thuong, ky
tu hoa va ky tu dic biét. Khong sir dung cac mat khau dit theo quy tic don gian (nhu
123, abc, nhom ky tu/sé lién tiép,...).

- Dinh ky hang thang (30 ngay) nguoi st dung phai thay d6i mat khau duoc cip
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trén may chu.
Piéu 6. Quy dinh d6i véi cong tic van hanh may chi.
1. Béi voi cong tac quan tri.

- Phai str dung céc giao thirc bao mat nhu: SSH, VPN, HTTPS,...

- Pbi voi hé thdng public ngoai Internet yéu cau sir dung giai phap mang riéng ao
(VPN) dé thyc hién cong tic quan trj tir xa néu can.

2. Quy dinh quan ly phién ban, ban va (services pack) trén may chu.

- Nguoi quan tri may chu trién khai trén cic may chu phai quan 1y thong tin lich
st cac phién ban ting dung dugc dua 1én khai thac, co tai liéu mo ta ro sy thay doi ung
dung trong mdi lan upcode (thay déi file gi, tic dong dén hé thdng nhu thé ndo, giai
quyét van dé gi...).

- Nguoi quan tri phai thuc hién cap nhat cac ban va theo yéu ciu cua to ATTT.
Thoi gian hoan thanh cap nhat ban va phai tuan theo yéu cau cta bo phan an toan thong
tin.

3. i véi cong tac sao luu va phuc hdi dir liéu trén may chi.

- Ngudi quan tri may cha phai luwu trit phién ban ma nguén tng dung mdi nhat.

- Nguoi quan tri may chu phai thyc hién xay dung ké hoach sao luu dit liéu dinh
ky pht hop voi loai dir liéu ddi véi timg mdy chu. Ké hoach sao luu do 1anh dao Trung
tam phé duyg¢t.

- Dit liéu can sao luu trén may cha gém: co sd dit liéu, file cdu hinh hé thdng, ma
nguoén chuong trinh,. ..

- Noi luu trit ban sao dir liéu bao gém: luu trit trén may chu, luwu trit trén hé thong
luu trir tap trung, luu trir trén thiét bi lwu trix ngoai,... D li¢u sao luu phai dugc quan ly
dam bdo an toan, khong bi str dung khai thac trai phép.

- Ngudi quan tri may cha xay dung kich ban phuc hdi cho timg hé thong

Diéu 7. Quy dinh vé viéc luin chuyén may chii

Dbi v6i may chu thay doi muc dich sir dung. Yéu cau ngudi quan tri may chu phai
thuc hién hiy (x6a) hét dit liéu trén may chu cii trude khi thay d6i muc dich st dung.
Cu thé gém: cac file, thu muc ciu hinh ung dung, ma nguén, file dir li¢u, file log,...

Diéu 8. Té chirc thwe hién.
1. T6 ATTT chiu trach nhiém huéng dan va kiém tra viéc chép hanh Quy ché nay.
2. T6 chirc quan triét quy ché nay toi toan thé can bo, cong chire trong Trung tam
Thong tin.
3. Cac don vi, ca nhan lién quan trong Hoc vién ¢6 trach nhi€ém tuan thu nghiém tic
Quy ché nay.



4. Trong qué trinh thyc hién quy ché nay. Néu c6 vudng mic dé nghi cac can bd
thong bao bang van ban dé T6 ATTT - Trung tdim Théng tin dé bao cdo Giam ddc xem
xét stra d6i cho phu hop.

5. Céc ca nhan, Trung tdm Thong tin chiu trach nhiém trudc Giam ddc hoc vién va
phap luét vé viéc thuc hién quy ché nay. Néu vi pham s& bi xtt Iy theo quy dinh cta Hoc
vién va quy dinh cua phap luat.

CHUONG III: TO CHUC THU'C HIEN

Piéu 9. T6 chirc thye hién.

1. Trung tdm thong tin chu tri, phdi hop véi cac khoa, cac phong ban va
cac co quan to chic co lién quan trién khai thyc hién Quy ché nay.

2. To chtic, c4 nhan c¢6 hanh vi vi pham Quy ché nay thi tuy theo tinh
chit, mtc do vi pham ma bi xur 1y ky luat theo trach nhiém, xir phat hanh chinh
hodc bi truy ctru trach nhiém hinh sy. Néu gay thiét hai thi phai bdi thuong theo
quy dinh hién hanh cua phap luat

GIAM DOC

Pi ky
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